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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )KI Responsive to communication(s) filed on 08 April 2009 . 
2a )□ This action is FINAL. 2b)^ This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-13 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) |EI Claim(s) PJ3 is/are rejected. 

7) 0 Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) Q The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 31 March 2004 is/are: a)^ accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 
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1 .□ Certified copies of the priority documents have been received. 

20 Certified copies of the priority documents have been received in Application No. . 

3.Q Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

1 . In view of the Pre-Appeal Brief Request for Review filed on 04/08/2009, 
PROSECUTION IS HEREBY REOPENED. 

2. Claims 1-13 are pending for consideration. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-13 have been considered but are 
moot in view of the new ground(s) of rejection. 

Drawings 

4. Figure 1 should be designated by a legend such as --Prior Art-- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1 .121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1 .84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Anderson et al. (US 20020018571) (hereinafter Anderson) in view of Shona (US 
5790885) (hereinafter Shona). 

Regarding claim 1 , Anderson et al discloses an encryption key interface system 
comprising: a universal asynchronous receiver transmitter (UART) peripheral for 
communicating with a key variable loader (KVL) through at least one communications 
link (Anderson: paragraph 0028: a key delivery device 101 connected to an encryption 
device 103); a driver application associated with the UART peripheral for receiving and 
transmitting commands to the KVL (Anderson: paragraph 0030: The KMF 
communicates information to the KVL identifying the various target units and identifying 
which messages are to be delivered to the target units; and paragraphs 0033-0034). 

Anderson does not disclose wherein the driver application operates to 
communicate key command information to the KVL without the use of a timer peripheral 
and enables the UART peripheral to utilize parity error information to validate 
communication with the KVL. However, Shona discloses wherein the driver application 
operates to communicate key command information to the KVL without the use of a 
timer peripheral and enables the UART peripheral to utilize parity error information to 
validate communication with the KVL (Shona: column 3, lines 26-34: Examiner notes, 
asynchronous communication is transmission of data without the use of a clock and 
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column 5, lines 21-38: if both parity bits are not matched with each other as a result of 
collation). Therefore, it would have been obvious to a person skilled art at the time the 
invention was made to have included in Anderson the feature of Shona as discussed 
above because the error recovery of the T=0 protocol is implemented merely by 
detecting the parity error and the extension character in FIG. 9, the method of detecting 
the framing error in the first embodiment may be used together with the above 
mentioned error recovery (Shona: column 10, lines 6-10). 

Regarding claim 2, Anderson in view of Shona further discloses comprising: a 
key management application for communication with the driver application for managing 
the key management information (Anderson: paragraph 0029). 

Regarding claim 3, Anderson in view of Shona further discloses comprising: a 
general purpose input output (GPIO) peripheral for communicating with the KVL to 
detect when the KVL is connected with the interface (Anderson: paragraph 0063: one of 
the opcodes is detected while a KVL is attempting to establish a communications link 
with a target). 

Regarding claim 4, Anderson in view of Shona further discloses comprising: a 
KVL detection application for managing operation of the GPIO peripheral (Anderson: 
paragraph 0030). 
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Regarding claim 5, Anderson in view of Shona further discloses wherein the 
UART peripheral and the GPIO peripheral communicate with the KVL over separate 
data links (Anderson: paragraph 0030; and paragraph 0047). 

Regarding claim 6, Anderson discloses a universal asynchronous receiver 
transmitter (UART) peripheral for transmitting and receiving key commands from the 
KVL (Anderson: paragraph 0028: a key delivery device 101 connected to an encryption 
device 103); a KVL driver application for communicating command information to the 
UART peripheral (Anderson: paragraph 0030: The KMF communicates information to 
the KVL identifying the various target units and identifying which messages are to be 
delivered to the target units; and paragraphs 0033-0034); a KVL management 
application operating with the KVL driver application for interpreting key command data 
from the KVL (Anderson: paragraph 0045: KVL operator initiates a transfer of key 
management messages by entering the proper commands into the KVL 401). 

Anderson does not disclose wherein the KVL driver operates without a timer 
peripheral enabling the UART peripheral to utilize parity error information to validate 
communication with the KVL. However, Shona discloses wherein the KVL driver 
operates without a timer peripheral enabling the UART peripheral to utilize parity error 
information to validate communication with the KVL (Shona: column 3, lines 26-34: 
Examiner notes, asynchronous communication is transmission of data without the use 
of a clock and column 5, lines 21-38: if both parity bits are not matched with each other 
as a result of collation). Therefore, it would have been obvious to a person skilled art at 
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the time the invention was made to have included in Anderson the feature of Shona as 
discussed above because the error recovery of the T=0 protocol is implemented merely 
by detecting the parity error and the extension character in FIG. 9, the method of 
detecting the framing error in the first embodiment may be used together with the above 
mentioned error recovery (Shona: column 10, lines 6-10). 

Regarding claim 7, Anderson in view of Shona further discloses comprising: a 
general purpose input output peripheral operating with a KVL detection application for 
detecting when a KVL is initiating communication with the electronic device (Anderson: 
paragraph 0063). 

Regarding claim 8, Anderson in view of Shona further discloses wherein the 
UART peripheral and GPIO peripheral communicate with the KVL over separate 
communications links (Anderson: paragraph 0030; and paragraph 0047). 

Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

8. Claims 9-13 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Anderson et al. (US 2002/0018571) (hereinafter Anderson). 
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Regarding claim 9, Anderson discloses a method for using an encryption key 
interface for communicating key encryption information from a variable key loader (KVL) 
to an electronic device comprising the steps of: detecting a first detection signal at a 
universal asynchronous receiver transmitter (UART) within the electronic device 
(Anderson: see figure 1 ); transmitting data from the KVL to the UART (Anderson: 
paragraph 0061 : KVL can send a series of operation-codes "opcodes" to the target to 
accomplish a desired task); transmitting a second detection signal from the UART to a 
KVL application when the UART detects a receive data byte (Anderson: paragraph 
0062); transmitting a third detection signal from the UART to the KVL application 
indicating all data has been received (Anderson: paragraphs 0062-0063; and paragraph 
0084); and transmitting a fourth detection signal from the UART to a KVL link layer 
application for sending subsequent data until all data has been transmitted by the UART 
(Anderson: paragraph 0062: disconnect indicates the transfer is complete and is being 
terminated; paragraph 0072; and paragraph 0084). 

Regarding claim 10, Anderson further discloses wherein the first detection signal 
is a break detect indicating a unique KVL signature (Anderson: paragraph 0036: first 
connecting the KVL to an encryption unit). 
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Regarding claim 1 1 , Anderson further discloses wherein the second detection 
signal is a receive data interrupt command indicating to the UART that data has been 
transmitted from the KVL (Anderson: paragraphs 0039-0040; and paragraph 0083). 

Regarding claim 12, Anderson further discloses wherein the third detection signal 
is idle pattern detect indicating a predetermined number of idle byte times have been 
received by the UART (Anderson: paragraph 0061; paragraph 0070; and paragraph 
0081). 

Regarding claim 13, Anderson further discloses wherein the fourth detection 
signal is idle pattern detect indicating to continue transmitting another byte in the 
response message (Anderson: paragraph 0083: KVL transfers all the KMMs it has for 
the target, it sends a TRANSFER COMPLETE frame 1230 to indicate it has no more 
KMMs for the target). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRANG DOAN whose telephone number is (571)272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William R. Korzuch can be reached on (571) 272-7589. The fax phone 
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number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Trang Doan/ 
Examiner, Art Unit 2431 



/William R. Korzuch/ 

Supervisory Patent Examiner, Art Unit 2431 



